CRYPTOLOGY
Notes

Cryptology is the study of 'hidden writing’, but is
more generally thought of as being to do with codes
and ciphers. It involves working with both language
and mathematics. For that reason it is an excellent
topic around which to base some work in the
classroom, and the material offered here was
developed with that purpose in mind. N




Cryptology Notes ~ 1

These notes are intended to provide background and guidance to the various sections,
worksheets and other support that make up the entire unit on cryptology.

Scrambled M essages

Thissimple device might be likened to treating the whol e message as one big anagram.
Technically itisan exampleof atransposition cipher.

Sheet1. Thedegreeof difficulty experienced (from zero toimpossible) will depend very
much upon thereading skillsof those attemptingit. Exercise 1 could beread straight of f the page.

Sheet 2. Thismethod isknown in the standard worksasthe "railfencemethod”. Writing
the messageto be sent in groups of fivelettersisused without comment. Itis, of course, doneto
makeit easier to copy and to work with, rather than having acontinuous stream. It isnot sent
withitsoriginal word divisonssincethat would betray too much of its possible contents.

Sheet 3. Exercise 2 will need some experimentsto betried on paper. It isinteresting to
see how such asmall move on from the previous method makesfor aconsiderableincreasein
difficulty inreadingit.

Sheet 4. Thisisan extension of the previous method using morelinesbut organising it by
useof amatrix.

Sheet 5. InExercise 3itishe pful if squared-paper isavailable. (Sizeto suit) Theideaof
nullsto make amessage up to sizeisintroduced.

Noticeit doesmatter about the direction of writing theplainand thecipher texts. All that is
needed isto know that thetwo textsare at right-anglesto each other, anditiseasier toread and
look for wordswhen going acrossthan going down.

Buried M essages
Theimportance of thismethod isin disguising that there evenisasecret message. It was
originally devised by Girolamo Cardano inthe 1500'sand henceknown asa" Cardano Grill".
Sheet 1. Containsonly instructions on the use of the Window Reader (= Cardano Grill).
Sheet 2. Exercise4 requiresonly straight-forward use of the Window Reader.
Sheet 3. Exercise 5 needs the way in which the Window Reader is to be used to be

discovered by triad and error. It will beimportant that the Reader hasthe arrow (correctly placed)
on the back.

Sheet 4. Thismerely presentsthe messageinitsusual 5-letter group format, and shows
how itisplaced inthegrid. Exercise 6 isbased on that and again requirestheway inwhich the
Window Reader isto be used to be discovered. Squared-paper (1 cm) needed.

Sheet 5. Thisprovidesanillustration of how the secret message might befurther disguised,
culminatingin Exercise?.

Sheet 6. Contains six copies of the Window Reader needed for the various exercises.
Worth printing on card if they areto be kept for useanother time. It reducesthe preparation time
ascutting out those square holesisalittlefiddly.

Further Work.

Thegiven Window Reader only exposes 24 squaresout of the 36 possible on thecomplete
grid. Design and makeagridthat will reveal ALL 36 squares (and nonetwice!).

Improvethe sent-messagefor 'Help me' at thetop of Sheet 5.

Writeadifferent set (or maybejust one) of message(s) to put in the 'newspaper' to hide
thereal messagesto befoundin Exercise?.

Deviseanother set of exchangesthat might have happened. The solution should show the
real message, the messageto be printed, and thegridfilledin sothat it can be checked easly.
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Cryptology Notes ~ 2

Coded M essages

The difference between codes and ciphersisblurred. Definitionstend to indicate that
ciphersoperate on the separate | etters of the plain text whereas codeswork on completewords
or even phrases. But itisnot quiteassimpleasthat and it isnot important.

The code book referred to hereisidentified as The Small Code Book but the explanation
given and Exercise 8 can be done using only the single sheet extract provided, but notethisis
convenient for decoding only.

Sheet 1. The backgound to code booksisgiven. They wereindeed much used once, but
those days havelong since passed and they have amuch morelimited use now, though they do
il have somepoint.

Shest 2. Exercise 8. Straight-forward decoding using either the book or the extract sheet.
Sheet 3. Extractsfrom The Small Code Book which alow the exercisesto bedone.
The Small Code Book

Thisisprovidedinaseparatefileandisto befound from the Cryptology Menu. It requires
to be printed double-sided on 6 sheets of A4 paper. Thesearethenfolded in half, interleaved
and stapled through the middle. Printing on coloured paper makesit look much moreattractive.
It can bealot of work to makeaclass-set andisprobably only worth doing if itisto beused on
other occasions. However, at |east afew should be made so that it can be made clear just what
acodebook is(in principle). The photo-copying, asaways, requiresabit of care. Clearly both
sides need to be the same way up, but a so the page numbers must be correct. It may help to
remember that backing numbers must be consecutive. So, startingwith 1: 1 backs2, 3 backs4,
andsoon. Thecover iseasy, itisonly asingle sheet and single-sided!

Further Work

Writing and sending messagesto each other isthe obviousthing to bedone. Thisisrather
limitedif only the extract sheet isavailable. Having and using the code book is much more
reglistic, gpart from the necessarily limited vocabulary of such asmall book. Perhapsinsist that
the message must contain no morethan twowordswhich arespelt out infull. Kegpaneyeonthe
content that isbeing exchanged, and every message should bear the name of the sender!

Simple Cipher M essages

Thisfirst type of encipherment isthe one known to most people where each |l etter of the
plaintext issubgtituted by aletter from the cipher alphabet. These are substitution ciphers.

Sheet 1. How the cipher aphabet can be matched to that of the plain text, either by
writing them out on two dlips, or by making and using aSt Cyr Slide. These can be cut from
copies of Sheet 6 (4 to asheet) printed on paper or card.

Sheet 2. Thismerely 'bends thedipsof Sheet 1 around into acircleto maketwo cipher
wheel swhich doesaway with the doubled a phabet needed for thestraight dipsand isgeneradly
handier to use, besidesbeing amorerobust format. Pre-printed wheesare on Sheet 7. Exercise 9
Isastraight-forward use of the method whichever aidisused. Thelast 4 questionsrequirethe
sort perseverancethat isvery necessary inlater work when attempting somecryptanalyss.

Sheet 3. Introducestheideaof using amixed-up cipher aphabet and showsjust oneway
of achievingit by usnga'scramblingkey'. Exercise 10 usesthis.

Sheet 4. Carrieson from the previous sheet, only using aready-madetable of mixed-up
cipher aphabets. Exercise 11 needsthistable (on Sheet 8) tobeavailable. Itisasoafamiliarisation
exercisefor theuse of thistablewhichisbuilt uponinthe next sheet.

continued...
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Notes ~ 3

Simple Cipher Messages continued...

Sheet 5. The security of agiven cipher system can beincreased considerably, by using
severd different cipher a phabets over one message and this sheet showshow it can be organised.
Infact therewasavery long period whenit was consi dered that messages enciphered by sucha
system were unbreakable. It was Friedrich Kasiski (1805-1881) amajor in the Prussian army
who published (in 1863) asmall book containing an analysis of how such ciphers could be
broken. The same analysishad been devel oped 9 years earlier by Charles Babbage but went
unnoticed until very recent times, so Kasiski got thecrediit for it.

Thetableon Sheet 8isneeded for Exercise 12 which provideswork in reading messages
that usethissystem. Thelast two questionsrequire aplain text messageto be put into cipher.

Sheet 6. Has4 S Cyr Sidesfor making up. Paper isadequatefor theseespecialy if they
arenot intended to be kept and reused. Cutting the dots can present difficulties. Try folding the
widestrip dightly, without creasingit, and making afirst cut at themiddle. ItiscalledaS Cyr
Sideafter the French Military Academy of St Cyr where studentswereintroduced toiit during
their cryptology courseinthe 1800's.

Sheet 7. Cipher wheelsfor making up. Again, best done on card becausethey arethen
definitely easier to handle. So, make aset and make surethey are used again (and again). The
centrefastening can present adifficulty, though thereisaparticular type of paper fastener for
dedlingwiththis. A quick fix isto useadrawing pinand pushit throughinto asmall pieceof soft
wood or arubber. M akethe necessary holesin thetwo wheels separately before putting them
together to ensure alignment. The numberson theinner (smaller) wheel are not needed at this
stage.

Pupilscould berequired to maketheir own! Nice pieceof practical geometry,
dividing acircleinto 26 equal parts. Sheet 9 could be used to help those who cannot otherwise
cope.

Sheet 8. Polyal phabetic Cipher Table. Moregenerally known asaVignére Tableau.

Sheet 9. Circledivider (26) to provide help in the making of Cipher Whesls.

That is the end of what may justifiably be described as the 'simpler’ work. It
now becomes a little heavier on the mathematics. Modulo arithmetic is used,
but no prior knowledge is assumed, the few rules needed are stated with little
explanation. Matrix multiplication is also used. It might be an opportunity to do
some formal work on these topics, before, during, or afterwards.

Addition Ciphers
Sheet 1. Explainshow addition (modul o 26) generatesthe cipher message.

Sheet 2. Exercise 13 provides practicein doing the above. Notethat thelast two generate
unbreakable messages. The key is aslong as the message and so, any key that recovers a
readable message will work. Thereal key isonly needed to recover the correct message. So,
even thissmple system offers some security for short messageswithlong keys.

Themethod needed for deciphering such messages starts here and iscontinued on the next
sheet. Therelationship between the enci phering and deciphering keysisexplained.

Shest 3. Showsthe completeworking for deciphering these messages, though it doesnot
need to be set out in such detail. Exercise 14 isagood workout of these new skills.
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Notes ~ 4

Multiplication Ciphers

Sheet 1. Introducesthereduced alphabet ADEHILNORST of 11 letters. Thereason for
thisisto keep the arithmetic, multiplication modul o 11, within assmall acompassaspossible,
and these are the most commonly used |ettersin the English language. A table of results of
multiplication modulo 11 is provided, and ademonstration of itsuseisgiven by enciphering a
message.

Sheet 2. Shows how the deciphering key isformed, and Exercise 15 isacomprehensive
set of questionson al of theabove.

Shest 3. Explainsoneof theimportant ideas behind modern cryptol ogy, that the message
itself should play apart in forming the cipher so that, in effect, thekey ischanging (or being
modified) all thetime. Not anew idea—cryptographersinthe 1500'sused the principleto devise
what was known asan 'autokey' system.

Addition and multiplication are now combined to do matrix multiplication (mod 11) and
thisisexplained in detail with the encipherment of amessage.

Sheet 4. Showsthe samematrix multiplication a work for the deci pherment of amessage.
Thenecessary multiplication matrix ismerdly given. Theforming of aninversemairix under modulo
arithmeticisnot attempted, but ismentioned. Note that the enciphering and deciphering matrix
multi plied together should (must!) produce theidentity matrix, and that they areinterchangeable
intheir functions.

Exercise 16 provideswork on deci phering with the necessary matrix given. Thelast question
isachallenge.

Rotor Ciphers

Thissectionisprobably only suitablefor amorelimited audience. Itisan attempt togivea
clear ideaof the principlesbehind the famous Enigmamachine. Many will have heard of this
machine ciphering system and theimportant part it played inthe Second World War.

Sheet 1. Explainsthebasi ¢ principlesunderlying rotor ciphersand how the modd works,
including the notation used to indicate how to set it up. This sheet could be omitted, and the
whole explanation delivered orally (with some practical work), then only Sheet 2 would be
needed if the Exercise 17 isto be done. Certainly some check that the model isbeing used
correctly isneeded before embarking on the next sheet.

Sheet 2. Containsadetailed explanation of how the decipherment of amessageiscarried
out, aguideto organised working, and Exercise 17. No enciphering exercises are offered but
could be set asan extension. Merely devising amessage using only the 11-|etter alphabet isan
interesting exerciseinitsf.

Sheset 3. Isthemaster copy for making the models. Definitely better made on card rather
than paper because of theway therotors have to be manipulated. To dlow thewholething to be
fitted into areasonabl e space and be clearly legiblethe reduced alphabet ADEHILNORST of
11 letters, and used in previouswork, has been used.

Much has been written about the Enigmamachine (and Bletchley Park which wasthe
centrefor English cipher bresking in the Second World War and isnow amuseum). For further
reading seethe Book List in these notes. Briefly the Enigmamachinewasinvented by Arthur
Scherbius, aGerman inventor, in 1918. At about the sametime, similar machineswere also
invented (independently) in the Netherlands, Sweden, and the USA. They wereintended for
commercia usemainly, andthemilitary forcesof nearly al mgor countriesseemedtoignoretheir
possibilities. The German forcestook up the Enigmain 1926 and therest is- history!

Asanindication of thedifficultiesinvolvedintrying to bresk the Enigmaciphers, itisworth
noting that the machine could generate something like 10 different ciphers.

[trolCO:5]



Cryptology Notes ~ 5

Cryptanalysis

Thisisgenerally considered to bethemost interesting part of cryptology: the breaking of
anunknown cipher. At thelevel used here (single cipher-alphabet substitution) itisnot difficult
provided only that one'sreading skillsare adequate.

Thebasisof al cipher-breaking relieson aknowledge of the statistical distribution of the
letter frequenciesof thelanguage used. So agood prior exercise hereisto requireafrequency
count to be made of thelettersfound in thewritten form of the English language. Thetask can
expressedinaformlikethis:-

Select any 'ordinary' book. Open it at random. Mark a definite beginning
and, starting out from there, copy out 100 (or 50 or 1000 or whatever)
letters. Ignore all punctuation and spaces, writing it as one continuous
stream. Record the book and page used. Now count how often each
letter of the alphabet appears in that stream.

Some sheets from 'Additional Materials' are useful here. The necessary number
of letters can be copied on to a Message Recording Sheet. (1) will hold 925
letters and (2) will hold 1540 letters. The Letter Frequency Recording Sheet will
help with the counting.

Finally, all the separate results can be collated and compared with some 'standard'
work on the expected frequencies of at least the more popular letters. There is a
sheet on this in the 'Additional Materials' section.

Sheets1to 3 explainthe method. This could be done asaclass demonstration and, for
that purpose, themessageNJXE... isgivenindideformat inthe section entitled 'Display Materid'.

Sheet 4 Exercise 18. Given that themost frequent lettersare ETA (in someorder) inall
themessages, these are not too difficult. To reducethe dog of copying out the messages, and to
incul cate some organi zational methods, thefirst four are spaced out on Sheet 7 ready to be
worked on. The alphabet underneath each isto record the frequenciesof the cipher lettersand
alsothematching plain lettersasthey are assumed or recovered.

Otherwise, oneof the M essage Recording Sheetsinthe'Additiona Materials section can
be used, remembering to leave adequate spacing between thelines. The use of pencil and rubber
isalmost essential, and shoul d be encouraged —do try something!

Sheet 5 Exercise 19. Getting moredifficult. Only theE isagiven.

Sheet 6 Exercise 20. No helps. Though these are not, technically speaking, any harder
than the previous ones, they do requirealot of work of thetrial and error variety and that can
proveto betoo much for many. Itissuggested that theseare only givento thosewhowouldlike
something to get their teeth into!

PublicKey Ciphers

But only for those who really want to know. The explanation of how the RSA system
worksiscoveredin4 pagesusing somesmall numbers. Theremaining (10) pagesgivehelpwith
someof themathematica ideasinvolved—if needed.

Additional Materials
Some sheetsthat might comein useful at any timein thiswork.

Display Materials

A miscellany of someof the subject matter of thevarioussections, written large, sothat it
could be projected onto ascreen if thework isbeing delivered from thefront, or discussed.
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Cryptology Notes ~ 6

Other Systems

Thissection givesaquick ook at some other ideasfor enciphering messages. Thereare8
separate self-contained sheets. Oneway of using thisinthe classroom would befor pupilsto
work inpairs. Each pair would have asheet and berequired to study it, beforethey individually
(successfully) wrote amessageto each other using the method explained. Given that some other
pair(s) could be using the same sheet then the exchange of messages could bewidened.

Thesheetsarenot al of equal difficulty and somethought should be given to the matter
beforethey aregivenout. The8 sheetsare
1. Quick 'n" Easy

Thehardest bit for many will bethetask setinthe2ndline.

2. A PolybiusChequerboard

Thisshowsanother way inwhich the plaintext letters of the alphabet can beidentified by

cipher. Notice how it doublesthelength of the message.

3. A Sdf-referenced Chequerboard
Thisideaisvery useful sinceit doesallow |ettersto beenciphered in different wayswhich,
with care, makesit much harder for the cipher to be broken.

4. ThePlayfair Cipher

Another use of the chequerboard. The strong point of thisoneisthat sinceitisbased on
digraphsthen, automatically, letter frequenciesare not so obvious. It wasavery good field
cipher.
5. Hidingthe Frequencies

Thisshowsanother way of hiding letter frequencies. Provided the messageswere short
enough then they would be unbreakable. But it must never beforgottenthat if several messages
were sent using the same chequerboard, the count could be aggregated over al those messages
andtherdativefreguencieswould eventud ly show. Technicaly, thisisahomophonic cipher, and
thisformat isnot themost usabledisplay. Better isatabular formwherethe dternativesfor each
letter areshowninalist, sotheuser can readily seewhich onesareavailable.

6. TheADFGVX Cipher

A lovely example of acipher that was actually used, and which led to amost dramatic
result whenit wasbroken. Thered greatnessof Painvin'swork wasthetime scalewithinwhich
he had to work, linked to the fact that the analysis of that type of cipher had not been done
before. Asafootnote, the German (Nebel ) who invented it had wanted a second transposition
(of therows) but the commandersoverruled him, saying it would maketoo much work of the
wholething. Painvinsaid, if they had doneit, the cipher would have been unbreakabl e!

7. Book Ciphers

Oneobviousway for two correspondentswho wish to communicatein privateisto use
identical booksand give page/line/lword positionsto hidetheir messages. Try it. It can bevery
difficult finding thetheword you need, and the use of adictionary asthebook ismerely agift to
the experienced cipher breaker.

Themethod outlined hereisentirely different. It usesthetext to provideavery long key.
Aslong asthemessageinfact. If the starting positionisnot known, then even having acopy of
thebook will not help - itisjust about unbreakable. Note: 2 identical books are needed.

Theletter addition ideaisnot referred to asmodul o arithmetic, and it isleft to the obvious
pattern in thetableto deal with what happenswhen the answer goesbeyond 25.

8. Symbol Ciphers

Theuseof symbolsawaysmakesamessagelook much moreformidable. Itisn't of course,
if itisjust asmplesubgtitution cipher. Set up an equivalencetable and changeall the symbolsto
|etters asthey aremuch easier to work with.
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TheStories

Two storiesaregivenintheir entirety The Gold Bug and The Dancing Men. Thefirstisby
Edgar Allen Poe, thesecond isby Sir Arthur Conan Doyle. Both are recognised as classics of
thegenre.

These storiesareworthwhilereading. They show thethinking that goesonwhen trying to
solveacipher, andthat itismuch morethat just counting | ettersand making autometi c subgtitutions.
What the storiesdo not do, isto convey the enormousamount of work that usually goesinto the
trial and error necessary, and following al thefa seleadsthat go nowhere.

Itisnot suggested that class sets of thesetexts are needed (unlessthey areto be stored
and used morewidely) but there should be afew copiesaround for thosewho would liketo see
these classicworks, especially perhapsafter doing the actual cipher work

The Gold Bug (1843)
Thefull story covers 25 pages.
Theactua cipher messageison page 19, and the analysisfollowson pages 20 to 22.
Page 19 could be handed out for individual, paired, or group work.

The Dancing Men (1905)

Thefull story covers 10 pages.

The cipher messages are spread through the story, as Sherlock Holmesreceived them.
However, that may not be the most convenient way for our purpose, so they have also been
printed all together on asingle sheet at the end, and that sheet could be given out, or possibly
projected on ascreen for discussion/work purposes. Perhapsit should be made clear at the
outset that theflags are used only to indicateword-endings. If that isnot done, the counting will
bewrong and a so the advantage of having an unknown messagedivided intowordswill belost.
After al, Holmes anaysisfirst assumes, and then makes use of , that fact. The messagesare
numbered 1 to 6, but remember that Holmesbroke the cipher using only thefirst five, the sixth
onehe composed himself. However, hea so knew the background and that isan undeniablehelp
(particularly knowing that the name of thelady wasElsie) so, perhapsusing al six messagesto
break thecipherisfair.

JulesVernea so wrote somestoriesinvolving ciphers: Journey to the Centre
of the Earth (1864), The Cryptogram (1882), and Mathias Sandor ff ( 1885).
The second involvesapolyal phabetic cipher, thelast usesaCardano Grill.
All of JulesVernesbooksareavailablefor downloading/reading online.

Further Work
That will bemorethan enough for most!

A link could be madeto science by referencetoinvisibleinks. They aregenerally good
fun, anditisinteresting to seehow very smple, ordinary materialscan be used.

For thosewho would liketolook alittlefurther, thereis masses of material on the Web.
Just do asearch on ‘cryptology' —and keep going.

Thelist of 'Other Sources given later in these notesalso gives some guidance.

For the computer buffs, especially embryo programmers, thereisno end of thingsthat can
bedone. For starters, what about aprogram that analysesamessage and givesfrequency counts?
And then another onethat allowsyou to try substituting for variousl etters. And then another one
which countsdigraphs. Andthen ... andthen ... andthenitsajobfor life!

© Frank Tapson 2003 [trolC0:8]



Cryptology

Thehistory of cryptology isquitecomplex and full
of deviationsand duplicities as befits such asubject.
Only afew highlightsalong theway aregivenhere

Whilst there are many isolated incidents known
about thesending of secret messagesinearly timesthere
islittle evidence of acoherent attempt to regularise
cryptography. Also, most of the early work concerned
seganogr aphy (hiding theactual message) rather than
cryptography (putting the messageinto cipher).

Thefirst use, of any significance, of acipher, must
be attributed to Julius Caesar in about 50 BC. It was
a shift cipher, where each plain letter was simply
replaced by another some (fixed) distanceaway from
itinthea phabet.

Inthe 1300'snomenclator swereintroduced and
used for many centuries, mainly by diplomats. It was
the breaking of one of these that led directly to the
exposure of the Babington Plot and the subsequent
execution of Mary, Queen of Scots(in 1587).

Alberti wroteatreatiseon cryptology inthe 1400's
which is generally accepted as marking the start of
modern cryptology. Though hiswork did not attract
much attention at thetime heintroduced al thebasics
that would later beused. Heisthe'father' of cryptology.

Trithemius wrote the first published book on
cryptology which appearedin 1518 two yearsafter his
death. (Another of hiswritings on steganography and
religiousmatters, wasproscribed by the Catholic church
for over 200 years.)

However, the best-known work was that by
Vigenéerewhichwas published in 1585. Though his
ideaswerenot new they werewe |-explained, especidly
regarding the use of polyalphabetic ciphers and
keywords. Unfortunately, it appearsto haveinfluenced
|ater workersonly very Sowly.

In Franceinthe 1600's Louis X1V employed the
Rossignols (father and son) very successfully as
cryptanaysts. They also invented the Great Cipher
whichwasnot brokenfor over 200 years(by Bazeries)

By the 1700's most countries had their Black
Chamber which is the generic name for centres
employedincipher bresking andintelligencegathering.

The 1800 swereatime of muchinventionand one
of themoreimportant of thesewasthat of thetel egraph.
Now, using the Morse Code, messages could be sent
vast distancesvery quickly and ameansof enciphering
those messages was needed. The names of
Wheatstoneand Playfair wereprominent here. While
onthecryptanalysisfront, both K asiski and Babbage
(independently) described how apolya phabetic cipher
could be broken.
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A Brief History

In the early 1900's wireless became available which
Increased the capacity for sending messages. ThentheFirst
World War inevitably encouraged aneed for better ciphers
and the associated requirement for better cipher breaking.
Many interesting stories come from this period. Some
prominent 'names to watch out for are ADFGV X, Painvin,
Zimmermann, Montgomery & de Grey, Room 40,
Magdeburg.

Inthe 1920'sM aubor gne devel oped theidea of aone-
timepad and Scher biusinvented the Enigma machine. In
theUS, Yar dley showed how reading the other sde'sciphers
could play amajor part in diplomatic conferences, and the
Japaneselearnt animportant lesson. The US|earnt nothing
and shut downtheir Black Chambers!

The Friedmans (husband and wife) in the US were
employed privately towork on ciphersand even, sometimes,
to help out themilitary. Intherun-up to WW2 and and also
duringthewar, he played amgor partin breaking the Japanese
ciphers, especidly Purple.

Inthe 1930’ sthe Polish cryptanayst Re ewski first broke
theearly Enigma ciphers. Thiswork was continued in WW2
when'names likeBletchley, Turing, Welchman, and many
othersbecame known, but not until about 30 yearsafter.

During thelater yearsof the 1900's, with therise of the
internet, the need for the highest possible security became
acute. From that need came asymmetric and Public Key
ciphers. Coincidentadly, themgjor namesassociated with this
work, comeinthree's.

In the UK (at GCHQ) Ellis, Cocks, and Williamson,
got al the principles sorted out (by 1975) but wereforbidden
to publishanything (until 1997).

Meanwhile, inthe USA, Diffie, Hellman, and M erkle,
hed (independently) donevery much thesamething but were
alowedto publish!

So it was that Rivest, Shamir, and Adleman, got to
develop theideaand createthe system now known asRSA.
It was not the only implementation of theidea, but it wasthe
onethat becameacommercial success.

Now that systemisbeginning to ook asthough might be
flawed, and the seerchisonfor something better toreplaceit!

Thehistory of cryptology has one consistent pattern running
through it. A new cipher is invented, then it is broken. The
period between the two events may be ashort one, it may bea
long one, but it has always happened that way so far, and there
isno reason to believeit will not continue.

But it does not matter. A good cipher will awaystaketime
tobebroken, andif theincident, the battle, thewar, or whatever,
isover by thetime the real message has been recovered by the
‘enemy’ then the cipher will have achieved its purpose.

No (genuine) cipher will endurefor all time! Will it?



Cryptology

A

ABC code wastheearliest of the many code bookswhich
becameavailableto commercia usersafter thelaying
of thetrans-atlantic cablein 1866. The main purpose
of such codes was to reduce the cost of sending
cable-grams (which werevery expensive) by reducing
several words to agroup of letters which counted as
only one word. Secrecy was hot paramount.

ADFVGX cipher wasavery good German cipher usedin
WW1which proved difficult to break. It wasamixture
of substitution and transposition.

ASCIl isthe American Standard Code for Information
Interchange andisusedinternationally toidentify 256
different characters (in binary notation) so that they
can be sent electronically.

asymmetric keys used in ciphering, mean that the key
used to decipher the message is different to the one
used to encipher it.

autokey wasamethod, first suggested inthe 1500's, where
the message became part of the ciphering system.
But often it meant that one error could render the
whole message unreadable. It was improved upon
later, but did not find general favour.

B

Black Chamber was the term used to describe those
offices or departments which dealt with the 'black’
art of looking for and breaking cipher messages.

Bletchley Park is an estate in Buckinghamshire, UK,
which was acquired by the government to house its
Code and Cipher School, whereal the cipher-bresking
work in WW2 was centred. It is now a museum.

bombe was a machine (electrical/mechanical and not
€lectronic) which could test many variations of akey
on a given message much more quickly than could
be done by human hand.

C

Caesar cipher wasoneof the earliest substitution ciphers
used (by Julius Caesar, about 60 BC) in which each
plain text letter was changed into cipher by using
another letter afixed distance away in the a phabet.
Itisasimple additive cipher.

cipher text isthe form in which an original message,
having been suitably 'disguised’, is sent.

code isoften used as having the same meaning as cipher.
Strictly, a code should mean that words or phrases
are being substituted, usually by use of a code-book.

Colossus wasamajor step forward from thebombe in
that it used electronic valves which made it much
faster, and also it could be more easily programmed
to deal with different situations. It is often described
asthe'first' modern digital computer. (1943).
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Vocabulary

crib A crib iswhen a piece of the original plain text is
known (or can be reasonably guessed at) and can be
used as an aid in breaking into the cipher message.

crypt- comes from the Greek word for *hidden'.

cryptanalysis isthe meansby which acipher messageis
analysed and broken without knowing the key.

cryptography isthepracticeof devising andwriting hidden
messages.

cryptology isthe genera term to cover the study of all
the work dealing with hidden messages.

D

Data Encryption Standard or DES was the system
adopted by the US government in 1976 as being the
officia standard. Itis, in effect, atransposition cipher,
but the necessary moving aroundisdone onthebinary
digits of the message and not theindividual lettersor
words. It is extremely complicated and can only be
done by a computer.

decipher, decrypt, decode all refer to the work of
recovering the plaintext of amessage which hasbeen
hidden by use of a cipher or code.

digraph, bigram isagroup of two adjacent |etters.

E

encipher, encrypt, encode all describe the business
of hiding aplain text message by puttingit into cipher
or code.

Enigma wasthe name of an enciphering machinemadein

1918 by the German inventor Arthur Scherbius, and
was employed with devasting effect by the Germans

in World War 2.

G

G C H Q is the Government Communications
Headquarters, which is the main centre in the UK
for al mattersdealing with communications (including
ciphers). It islocated near Cheltenham.

K

key isusedin cryptology in the sense of an object that is
used to lock (or unlock) something. It isthe element
which controlsthe variables that set up the cipher or
the system. More than one key may be used.

M

magic was the code-name of the USA operation dealing
with the breaking of the Japanese top-level ciphers.

microdot isthe business of so miniaturising a message,
eventhesize of awholepage, that it isno bigger than
afull stop which canthen be'hidden' by smply sticking
itin place onaninnocuous piece of writing. Theactud
message could bein cipher. First used in 1941.

monoalphabetic meansthat only asingle cipher aphabet
was used to encipher the plain text message.
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N

N S A isthe National Security Agency which is the
main centre in the USA for all matters dealing
with communications (including ciphers). It is
located at Fort Meade, Maryland.

nomenclator isthe name for a book (or a system)
which uses a combination of cipher and code to
encrypt a message. This method gained some
favour in the 1500's.

nulls haveno meaning. They areput in either to confuse
those trying to break into the cipher (by altering
the frequency of the letter-count) or to make a
message up to some specified length

O

one-time pads arerandomly produced sets of keys,
made up into pads, which are used for messages
between individuals. Each key is destroyed as it
isused, soitisaone-timesystem, and very secure.

P

P G P Pretty Good Privacy is the name of a system,
devised by Phil Zimmermann, based onthe RSA
system but with additions, and which is freely
availableto privateindividualsfor their own use.

plain text istheoriginal message in readable form.

polyalphabetic means that more than one cipher
alphabet was used to encipher the plain text
message.

public key cryptography isanasymmetric cipher
system. That is, it usestwo different keys, oneto
encipher the message and a different one to
decipher it. This means that one of the keys can
be published openly for anyone to use, but only
the person who owns (and created) the key has
the other key to decipher the message.

PURPLE was the code-name given to one of the top-
level Japanese ciphers.

R

Room 40 intheOld Admiralty Building in Londonwas
the centre for the UK's cipher-breaking effortsin
World War 1.

rotor ciphers are those generated by machines
containing their wiring in a system of wheels (or
rotors) which are continually being moved so as
to make up many different cipher alphabets.
Examplesare Enigma, Sigaba, Typex.

R S A isthe name given to an asymmetric cipher
system devised by Rivest, Shamir and Adleman.
Itisusedin public key ciphers.
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Vocabulary

S

SIGABA atop-level machine used by the US military, which
used aform of rotor ciphering.

sigint meansSignalsintelligence. Thisrefersto the gathering
of messages from many sources, but mainly radio and
cable, and the information that can be derived (before
any cipher breaking isdone) from knowing the positions
of its sender and its destination, and possibly, who they
were. Useful cribs can be derived in this way.

steganography means 'hidden writing'. In this, theaim is
that the message itself is hidden so it is not apparent
there even is a message. The most obvious example is
when invisibleink is used or, in more recent times, the
useof microdots. The hidden message could still bein
cipher.

substitution cipher is a ciphering system which changes
every letter intheoriginal plaintext messageinto another
(usually different) letter in the cipher message.

super-encipherment meansthat (at | east) two enciphering
processes have been used in succession in changing a
message from plain text to cipher text. Often, one will
be of the substitution type, the other, transposition.

super-imposition isthemethod used to break acipher when
several messages have been found which are known to
have been enciphered by the same system and key

T

transposition cipher isonein which the real message is
disguised by re-arranging its lettersin some systematic
way, rather like an anagram on alarge scale.

trigraph, trigram both mean agroup of three adjacent letters.

TYPEX atop-level machine used by the UK military, which
used aform of rotor ciphering.

U

ultra was the code-name of the UK operation dealing with
the breaking of the German Enigma ciphers.

V

Vernam key wasone of the early attempts (1920's) to utilise
akey which was extremely long. Ideally, it should be at
least as long as the message itself. It was implemented
on the punched-tape systemsin use at that time.

Vigeneére tableau isaset of apre-prepared cipher alphabets,
laid out in the form of atable.

Z

Zimmermann telegram afamousinstancein World War |
where the breaking of a German cipher was a direct
influence on the USA in entering into the war.
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Adleman Leonard (-) US mathematician who put the ‘A’
into the public key system known as RSA.

Alberti Leone Batista (1404-1472) Italian architect and
polymath who wrote the first treatise on cryptology.

Babbage Charles (1791-1871) Professor of mathematics
at Cambridge, UK. Noted as an inventor, especially
of an early form of mechanical computer. Was a
formidable cryptanalyst.

Bacon Roger (1214-1294) English philosopher who
produced the first known European work on
cryptography.

Bazeries Etienne(1846-1931) Commandant inthe French
Army who was a master cryptanalyst in the period,
roughly, 1890to0 1920

Cardano Girolamo (1501 -1576) Italian mathematician. A
prolific writer on all manner of things, he invented
the Cardano grill for hiding messages.

Childs J. Rives(1893-1987) US Army lieutenant in WW1
who did excellent work on cipher-breaking. Later
became a politician and ambassador.

Cocks Clifford (-) English cryptographer. Worked with Ellis.

Diffie Whitfield (1944-) US mathematician and
cryptographer. In early 1970's, with Hellman and
Merkle, devel oped the asymmetric key principle.

Ellis James (-1997) English cryptographer. Worked at
GCHQ and (with others) devised apublic key system
in the 1970's, but was not allowed to publish it, so it
did not become generally known until 1997.

Friedman William (1891-1969) US Army colonel. One of
the greatest of cryptanalysts, he was very successful
over a40-year period. Hiswork culminated with the
breaking of the Japanese Purple cipher at the
beginning of WW2.

Friedman Elizebeth (1892-1975) Wife of, and co-worker
with, William. Also aided the Authoritiesby breaking
the ciphers of the bootleggersin the 1920'sand 30's.

Hagelin Boris (1892-) Swedish engineer who invented a
successful mechanical enciphering machine, usedin
theUSasM209version, whichmadehimamillionaire.

Heburn Edward (1869-1952) developed and built rotor
ciphering machinesinthe USA from 1921 onwards.

Hellman Martin (1946 -) US cryptographer who worked
with Diffie.

Hitt Parker (-) US Army colonel. Cryptanalyst in WW1.

Kasiski Friedrich (1805-1881) Prussian Army major. Wrote
first analytical solution of apolyalphabetic cipher .

Kerckhoffs Auguste (1835-1903) Dutch professor of
languages published, in 1883, the first explicit set of
principlesgoverning all cryptological process.

Mauborgne Joseph (1882-) USArmy magjor. Chief Signals
Officer who devel oped the 'one-time pad'.

Merkle Ralph (1954-) US cryptographer who worked with
Diffie. Later worked in nanotechnol ogy.
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Painvin Georges (-) French Army lieutenant. Credited
with breaking the ADFVGX cipher in World War 1.

Playfair Lyon (1818-1898) 1st Baron. Professor of
Chemistry at Edinburgh, Scotland. MP. Helped to
devise the cipher system bearing his hame.

Polybius (201- 120BC) Greek historian. Oneof the earliest
writers on a practical cipher system, based on the
‘chequerboard’ idea.

Porta Giovanni BattistaDella (1535-1615) Italian scientist.
Theearliest cryptol ogist to show how polyal phabetic
ciphers might be broken.

Rejewski Marian (1906-1980) Polish cryptanalyst who
was the first to break the Enigma ciphersin 1932

Rivest Ronald (-) UScomputer scientist who took up the
work of Diffie, Hellman, Merkle and, with Shamir
and Adleman, created the public key system known
as RSA.

Rowlett Frank (1908-1998) US Army colonel. First
government-appointed cryptanalyst. Wasresponsible
for breaking many top-level ciphersin WW?2.

Shamir Adi (-) US mathematician who put the'S' into the
public key system known as RSA.

Trithemius Johannes (1462-1516) Benedictine abbot in
Germany, who wrote the first book on cryptol ogy.

Turing Alan (1912-1954) English mathematician and
cryptanalyst. Did major work first in breaking the
Enigma ciphers, and later into developing one of
earliest electronic computers.

Wheatstone Sir Charles(1802-1875) English physicist who
invented many instruments for telecommunications
and also helped devise the Playfair cipher.

Williamson Malcolm (-) English cryptographer who
worked with Ellis.

Vernam Gilbert (1890-1960) US Electrical engineer who
devised theideaof aone-timetape which enciphered
messages as they were keyed in.

Vigeneére Blaise de (1523-1596) French diplomat and
writer, who wroteamajor work on cryptology in 1585.

Walsingham Sir Francis (1530-1590) English diplomat.
Credited with reforming the "Intelligence Service',
he did alot to keep Elizabeth | secure, including the
cipher-breaking which resulted in the execution of
Mary, Queen of Scots.

Yardley Herbert (1889-1958) US crytanalystin WW1 and
afterwards. Wrote book which raised public
awareness of cipher work. Unpopular with
government! Very 'colourful’ character.

Zimmermann Arthur (1859-1940) German Foreign
Secretary. His ciphered message to Mexico in 1917
was broken and hel ped decide the USA to go to war.

Zimmermann Phil (-) US computer scientist who devised
the cipher system PGP (Pretty Good Privacy)
especially for the 'ordinary’ user of the Internet.
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BOOKS
Only titles, author(s) and date of first publication are given which should be sufficient tolocate
it—if itisgtill in print, and many are not, but should be obtainablethrough libraries.

TheCodeBreakersby David Kahn, 1967
Thismgor work which coversover 2,000 yearsof cryptology, and runsto nearly1200
pages, isamust for all who haveastronginterest in the subject. Thereare shorter
versionswhich omit much of thetechnical detall. Itsdate of publication precludesit
from being topical over thingslike Enigmaand Public Key ciphers.

The CodeBook by Simon Singh, 1999
Has amuch shortened version of the history of cryptology but givesvery good
coverageto the second half of the 20th century.

CodeBreakers: Thelnsidestory of Bletchley Park by Hinsley & Stripp, 1993
A collection of accounts of the many aspectsof Bletchley Park, written by those
who served therein the different sections.

Enigma: TheBattlefor the Code by Hugh Sebag-Montefiore, 2000
Very full account of the Enigmaciphers, and the peopleinvolved from 1930to 1945.

TheHut Six Story by Gordon Welchman, 1982
An account of the breaking of the Enigmaciphersby oneof thosewho didiit.

Ultra Goesto War by Ronald Lewin, 1978
TheEnigmagtory, told (by an historian) without too much technical detail

TheEmperor'sCode by Michagl Smith, 2000
Onthebresking of the Japanese ciphersby the Allies.

CodeBreaker intheFar East by Alan Stripp, 1995
The British contribution to breaking Japanese ciphersby oneinthemiddleof it.

TheAmerican Black Chamber by Herbert Yardley, 1931
Very good read on all aspectsby amaster cryptanalyst. ThiswastheonetheUS
government did not want published. Read it, and it will be clear why.

Elementary Cryptanalysisby Abraham Sinkov, 1966
All fully explained by aprofessiond mathematician and cryptanayst

Elementary Cryptanalysisby Helen Fouché Gaines, 1939
Detailed explanations of methods of solving all the classicformsof ciphers.

On the WEB
Thereismuch. Goto any search engine (www.google.com) and giveit ‘cryptology' and you will
be offered about 100,000 documents! Be more specific, like'cryptology + transposition' to cut
it down. 'Cryptology + museum' isvery good.

Search on'lanaki’ whichisthe pseudonym of Randy Nichols, aformer president of the American
Cryptogram Association. Heran acourse for some studentswhich wasdelivered entirely on
line, but thelessons (all 21 of them) areavailablefor anyoneto look at. Very heavy stuff this, but
could beuseful for fillingin somedetail. (Likehow to do aKasiski anadlysisfor example.)

Try www.simonsingh.net. Thisisthe home page of the author of The Code Book mentioned
above. Amongst another thingsit offersachanceto purchase (at little more than cost price) a
CD-ROM which containsawide variety of information, activitiesand material .
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